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CHOOSING THE RIGHT SIEM 

Taking your organization's cyber security seriously is proving day in and day out to be vital to any legitimate 

organization’s survival. SIEM, Security Information, and Event Management, solutions have become the go to 

method for improving business and other institutions security posture. This is due to the fact that it has become 

the most reliable way to help ensure security as well as regulatory compliance. 

 “SIEM solutions are proving to be the best defense in preventing data breaches, 

ransomware attacks, and other malware attacks.” 

Log Correlation 

Log correlation and collection form the core essence of any SIEM. It is the vital cog in the wheel, therefore 

whatever is chosen must be able to collect and correlate logs effectively. In order to do this, the log collection 

and correlation features need to be able to provide log collection in real time so that potentially insecure or 

malicious activity can be dealt with timeously. The success of SIEM software depends on the principle and 

mechanism of effective event log correlation. 

Further requirements for this all-important feature are: 

• Logs need to be collected from across the entire IT infrastructure. 

• Collection and correlation need to occur all the time 

• Send real-time notifications in order to help prevent zero day instances. 

• The success of SIEM software depends on the principle and mechanism of effective event log correlation. 

Log Analysis and Forensics 

By merely just collecting logs threats cannot be prevented or avoided. Whatever solution you chose the software 

must enable the following: 

• Isolate the root-cause of a threat, breach, failure, or any non-compliant activity. 

• Perform event forensics to determine what really happened before, during, and after the event. 

• Track log activity over time and in the context of suspicious events. 

 

Threat Response and Remediation 
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Being able to detect a threat is of vital importance. Detection by itself is no solution when combined with effective 

threat response and remediation threats can be dealt with effectively and timeously. 

To that extent your chosen solution must be able to: 

• Respond to emerging threats with automated active response features. 

• Respond to policy violations and non-compliant activities with built-in correlation rules. 

• Counter activities like insecure network connections, system settings, and policies, and unauthorized network 

and user access, USB misuse, etc. 

Safety Compliance Regulations 

Many industries, legal institutions, healthcare institutions, and financial institutions are subject to compliance 

regulations. Key security policies such as PIC-DSS, HIPAA, GLBA, NERC, and CIP all require organizations to do 

their utmost to secure sensitive data. One of the main benefits of SIEM is that it allows for easier adherence to 

these policies. 

• To do this though your chosen SIEM need to be able to: 

• Provide detailed reports concerning instances of non-compliant activities. 

• Historical system-based, user-based and network-based event data for compliance auditing.  

• Information about threat response and mitigation measures carried out to contain or prevent attacks. 

SIEM COMPARISON CHART DATA 

According to Gartner 2016 

IN ORDER OF CHART BELOW: 

RECOMMENDED 
BUSINESS SIZE 

S/M/L M/L M/L M/L M/L M/L S/M 

COSTS MED/HIGH MED/HIGH  HIGH   LOW/MED 

ENDPOINT 
MANAGEMENT 
AGENT? 

EXTRA AVAIL AVAIL AVAIL EXTRA EXTRA EXTRA 
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ADDITIONAL COMPARISONS 

 
The following data is from providers ArcSight, LogRhythm, and QRadar from a design/build/run 

perspective in a corporate (1200 - 40,000 employee) environments.  

 

ARCSIGHT 

• Pros 

o Decent correlation engine 

o Very customizable dashboards (easy filtering to get to the data you want) 

o Can scale well with the ConnApp (Wouldn't need additional syslog or WEF servers to centralize) 

• Cons 

o Expensive to deploy and maintain 

o Would require a full FTE to continually optimize and maintain overall 

o Had to build RegEx custom parsing on agents to get many different application logs 
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LOGRHYTHM 

• Pros 

o Best AI/Correlation engine I have seen. Overall the most effective threat intelligence and 

continually improving. 

o Wide range of prebuilt parsers for most if not all the vendors/technologies the MSP's would be 

leveraging. 

• Cons 

o Extremely expensive to scale 

o Upfront CapEx is typically cost prohibitive relative to other SIEMs 

o Challenging to deploy initially, would most likely require professional service time. 

 

QRADAR 

• Pros 

o Very intuitive and user friendly on search criteria and forensic capabilities 

o Addons make it an effective overall security tool, specifically QRadar Advisor is an integrated 

Cyber Watson module that provides strong and highly developed security analytic functions. 

o Offenses module gives additional insight and threat intelligence, overall enhances SOC 

capabilities. 

• Cons 

o Takes significant OpEx to maintain effective operations. Must continually monitor Log source 

errors and EPS. 

o Licensing costs are fairly expensive for not a significant amount of EPS, making it hard to scale 

without additional costs. 

PRICE BREAKDOWN 
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STRATEGIC DRIVERS 

 

QUESTIONS TO ASK OF VENDOR  

The following questions are answered according to what you should be looking for versus what competitors offer. 

Functional Requirements 

1. Does the product have a web-based interface? 

2. Does your product have a non-web-based interface? 

3. Does your product use agents to retrieve or compress data? 

4. Explain how your product manages the configuration of this retrieval and compression. 

5. What type of database does your product use? 

6. What alternative product licenses need to be purchased to support this solution? 

7. Can any capacity upgrades or downgrades be done through licensing change only? 

8. What cost savings advantages does your system provide? 

9. How does your system manage this database? Will we require DBA services? 

10. Can your system import data? Please explain. 

11. Does your system have time stamping? Please explain. 

12. If your system has time stamping, please explain how synchronization is managed. 

13. Do you offer auto-discovery of computers of interest? If so, please explain. 

14. Please provide documentation of your out of box supported devices. 

15. Please explain how your system handles alerting triggers for events. 

16. Please explain how your product creates a baseline of typical log entries in order to detect unusual or 

anomalous events or activities. 

17. How does your product store log data? 

18. What are the compression ratios of your logs? 

19. What is your total data storage for logs collected by your solutions, including overhead for metadata and 

indexing? 

Event Collection 

1. Does your system keep log data without modifying it in any way? 

2. Does your system provide role based access to restrict access to the centralized data, when multiple log 

sources are aggregated? 

3. What percentage of capacity is reserved in order to handle both expected and unexpected volumes of 

logs? 

4. Does your system have a mechanism to handle syslog spikes? 

5. Can your system provide designated throughput for collection, alerting and reporting? 

6. Should our policies require the use of alternative data types or files; can your system handle these unique 

files? 

7. Can your solution collect raw logs from unsupported devices? 

8. Can support for a new device type be created without services or other fees from your organization (the 

product vendor)? 
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9. Does your system provide the ability to collect from Windows platforms without the requirement for an 

agent, software script or application or any intermediary? Please describe. 

10. Methods for collection of data from legacy systems, out-of-band solutions or low-bandwidth connectivity 

11. Detection of individual log source activity/volume dropping off 

12. Does your system have the ability to quickly add non supported log sources? 

13. Does this require professional services, or can the end user be trained to add these sources easily? 

14. Can your solution be configured to support custom event sources? 

15. What is the average time for professional services to add a logging or event source should it be required? 

Log Storage 

1. Please explain how log storage data is backed up. 

2. Please explain how online and archived logs are managed, including durations available? (i.e. 1 year, 3 

years, unlimited, etc.) 

3. Can your product automatically rotate drives when storage reaches capacity? 

4. Does your solution require storing multiple copies of your log storage? 

5. Do protections include a secure vault for the data? 

6. Can the data on every collector and on storage devices be viewed in a single session and be reported 

against? 

7. Are logs accessible or able to be tampered with directly from the backend database or file system? 

8. Could a system administrator or DBA with the highest level of access alter the captured log data? 

9. Does your system provide a graphical representation of storage capacity? 

Analysis 

1. Describe role based security model for access to necessary functions, such as data and reporting 

2. Are you able to search not only normalized data but raw data as well? 

3. Does your system allow for categorization of events for easy analysis and reporting? 

4. Does it provide a classification schema of events for analysis and reporting? 

5. If yes, can you customize the classification schema? 

Reporting and Compliance 

1. Does your system have “canned reports”? 

2. Please indicate the broad categories of your “canned reports”? (i.e. SOX, HIPAA, etc.) 

3. How many overall “canned reports” are available? 

4. Please include a list of all your “canned” reports. 

5. Does your system offer the ability to create custom reports? 

6. Can this be done by our in-house development team or does it require professional services? 

7. Does your system offer any role based access security? 

8. Does the product offer report scheduling? 

Architecture 

1. Is this solution appliance- or server-based? 

2. If appliance based, is this based on a hardened platform? (please specify) 
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3. If appliance based, does the product vendor manage updates to the system or platform? Is this 

automated? Are these updates deployed via the management console? 

4. Does the product require a separate, client-supported and licensed database server? If so, what database 

systems are supported? 

5. Describe the deployment of product devices throughout the enterprise with a single reporting console. 

6. Describe the communications mechanisms between all components. Is this data encrypted in transit? 

7. Is communication between these functions compressed or otherwise filtered? 

8. Does the product support both batch and real-time capture of logs from source devices? 

9. What mechanisms are available for retrieving logs from source devices? Are “push” and “pull” options 

available? 

10. Does log retrieval require centralized syslog servers? 

11. Can logs be retrieved from individual devices? 

Licensing and Support 

1. How is the product licensed? 

2. What hardware costs will be involved? 

3. If hardware is to be provided by the customer, what please indicate system requirements? 

4. What professional service costs should be anticipated in a typical deployment? 

5. After initial deployment, what ongoing customer resource requirements are required to maintain the 

system on a daily basis? 

6. Is specific training typically necessary to use or administer the system after deployment? 

7. How does your company provide that training? 

8. What support options are provided? 

9. Do support options include global 24x7 support service? 

10. Do you offer any premium service agreements for dedicated support staff for larger enterprises? 

SIEM FUNCTIONAL REQUREMENTS 

General Architecture 

1. Easy deployment to existing infrastructure without re-architecting existing devices and protocols 

2. The system shall support the configuration of the collection of logs from a wide range of network devices, 

security mechanisms, operating systems and applications across multiple platforms from a central 

configuration/management console 

3. Information transmitted between the Collector component and event storage solutions should be 

encrypted/secured 

4. The system shall be able to support caching mode during the transferring of data for collection. The raw 

events can be stored temporarily in log collector if there is network disruption between correlation engine 

and log collector. This is to ensure event data is still being logged in the case of network disconnection, 

and resume sending of data to correlation engine upon network resume 

5. Ability to scale to handle increasingly wider deployments that bring additional sources of information into 

the system without incremental installation and maintenance 

6. The system shall support standardized application event logging and development of system interface for 

the collection of logs from in-house or customized applications 
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7. The system shall allow bandwidth management i.e. rate limiting at the log collector level so as to 

minimize disruption to the Enterprise’s network bandwidth utilization and availability 

8. The system shall support filtering technologies where unwanted logs can be filtered away at the log 

collection layer 

9. Event transport must be able to send to multiple destinations for HA / DR purposes 

10. Stored events must be able to have their integrity validated 

11. The system shall provide a Monitor page that can display internal statistics such as disk storage used and 

the current Events per Second (EPS) flow 

Real-Time Aggregation, Normalization, and Correlation of Collected Logs 

1. The solution must have a robust data schema. In order to normalize data across many different devices, 

the solution must provide enough data fields to add all of the necessary information from these devices 

so it can correlate against them 

2. The solution should provide an extensible taxonomy to describe events in an easily understandable 

format, easily group events by writing vendor-independent rules, and the ability to seamlessly integrate 

new devices 

3. The solution should be able to easily perform event aggregation and look at multiple events to detect 

activities that would otherwise go unnoticed 

4. The solution should be able to analyze information from a variety of disparate events sometimes three or 

more different events to determine if they are all related to the same incident 

5. The solution should have the ability to identify the business relevance of the target in question as it 

relates to the organization’s business 

6. The solution should have the ability to detect events of significance by identifying mathematical 

deviations as anomalies from normal traffic such as sharp increases in activity on a particular port, 

protocol, or event type 

7. The solution should be able to provide historical or forensic information to help the SOC figure out what 

might have been missed 

Incident Analysis and Response 

1. The events should be displayed based on user preferences and display templates should be stored easily 

based on majority fields such as event priority, event start time, end time, attacker IP, target IP, etc 

2. The system should have the capability to monitor privilege users of different systems. Also Database 

monitoring for access and configuration changes should be possible 

Reporting and Alerting 

1. The system shall have the option to add authoritative reports and such reports should be based on 

standards from governing bodies such as ISO/IEC and PCI Security Standards Council. 

2. The system shall provide a report designer that allows users to customize the appearance of the report 

such as modifying the graphs, tables, grouping, sorting, etc 

3. The system shall integrate with email systems to deliver the alerts to the analysts 

4. The system shall allow ownership of end devices be defined so that alerts are sent to individuals 

responsible for those devices 
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Access Control and General Administration 

1. The system shall log all key actions for auditing purposes 

2. The system shall support role based access control for different user groups to access different devices 

information, views, filters and templates 

3. The system shall be able to report on its own system health and availability. Notifications shall be sent 

out if the system health or availability is failing 

4. The system shall provide a management utility with automated scheduled archiving functionality for the 

archival of online and offline data based on the data retention policy 

5. The solution must support customized reports and dashboards for various audiences like Management, 

Security Analysts, and System Administrators etc 

Backup and Recovery 

1. The system shall have backup functions available in case of hardware failure. The backup should contain 

the system configuration such as IP address, users/groups and reports 

2. The system shall be able to recover all its settings if a backup file is available. 

3. The system shall handle drive failures by providing RAID functionalities 

Logging and Searching Capabilities 

1. The system shall allow different devices to be categorized together into the same group 

2. The system shall have an overall view of the tasks that have been scheduled. An example of a scheduled 

task could be a Daily Report on Failed Logins. Such an overall view will allow the user to have visibility on 

the number of background tasks running on the system 

Workflow Management 

1. The system shall provide a dashboard to allow the analysts to keep track and monitor the progress of the 

incident investigation assigned to the respective officers 

2. The solution must be able to integrate with third-party Help Desk systems. Integration must support at a 

minimum: automated and manual incident creation, updating of existing incident, synchronization of 

incident closure 

3. The system shall provide an automatic notification escalation for notifications which did not receive an 

acknowledgment during a specified time-frame 

4. The system shall allow the assigned officer to update the progress of the incident investigation and add 

comments to the assigned cases 
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COMPETITOR ANALYSIS 

The following analysis is completed using the following criteria combined with the questions potential partners should ask 

vendors (above). 

Log Storage Threat Intelligence 24/7 SOC Incident Response Team 

Events Per Second v Per 

Device 

Terms of Contract Correlation Rule Creation Fully Managed SIEM 

 

SECUREWORKS:  

1. LogVault Technology or other third-party retention tools 

2. Customers can contact SecureWorks via phone or email for assistance with the customer portal, or to 

report an incident or vulnerability. Global Threat Intelligence offers three types of data feeds on a 

subscription basis: 

a. The vulnerability feed includes detailed descriptions and recommendations to address current 

vulnerabilities. 

b. The threat feed includes in-depth analysis of emerging threats, including malware analysis of 

Trojan horses, rootkits, worms, etc. 

c. The advisory feed includes strategic security reports about significant events, attacks and threats, 

along with actionable recommendations. 

i. Customers may receive data feeds in STIX, CSV or XML format. 

3. Yes. Secureworks protect systems & data: 24x7 monitoring to alert you to threats before damage is 

done. Scalability planning and support are included in contract. 

4. Secureworks has a dedicated team of Researchers and Analysts that analyze threats from Global feeds 

for correlation intelligence and threat nullification 

5. Not Specified. Secureworks correlates 50TB of threat intelligence events per day globally against 

customer environments. 

6. SecureWorks offers a range of threat intelligence tools, which are priced depending on customer need 

and scope of service. For example, customers can choose to subscribe to an ongoing service or opt for a 

point-in-time service, if needed. 

a. Annual subscription pricing for SecureWorks threat intelligence services begins at about $2,000, 

and can increase to over $200,000 for high-profile, large enterprises or agencies. In addition, 

customers can purchase add-on services that provide a deeper analysis and level of support from 

the CTU. 

7. Correlation of events are managed by dedicated teams of GAIC Certified Analysts that monitor, report, 

and engage threats identified from 50TB+ of data collected daily 

8. Dell's Secureworks is a Managed SIEM that is monitored by Vendor Consultants, which reduce staff and 

added SIEM management responsibilities 
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HP ARCSIGHT: 

1. CEF – Common Event Format  

a. Arcsight uses a combination of MySQL and PSQL for lStorage 

2. LookingGlass ScoutVision 

a. Get insights about early attack sightings and threat actors by tapping into communities organized 

by a common interest, such as industry or vertical, geographies, and more.  

b. Use comprehensive policy settings to define how much information to share and with which 

communities.  

c. Filter through the noise and false positive and act on intelligence relevant to your organization. 

d. Automatically apply remediation steps to protect critical systems and IP by leveraging solutions 

such as ArcSight ESM. 

e. With STIX and TAXII support, you can leverage the feeds and standards-based threat intelligence 

tools you’re already using. 

3. Arcsight is best handled by a SOC Team due to the size of logs and components. Arcsight has 24/7 SOC 

support with assistance from HP for implementation. 

4.  D3 Cyber Incident Response Platform 

5. ArcSight uses large buffers to cache events in case of an EPS burst. Once the buffer is filled, the Queue 

starts to fill. Once the queue overflows, events get dropped.  

a. Up to 12,500 EPS 

6. Pricing is based on number of log sources and total log size per day 

7. Arcsight can perform Log and Identity Correlation with its ESM Console and Identity View additions. 

a. Archsight also has something called the threat detector tool that is used for real time correlation 

of events.  Overall, Arcsight boasts one of the most powerful correlation capabilities in the SIEM 

realm, especially because of its ability to scale 

8. The ArcSight Managed Solution is for organizations who have deployed the ArcSight SIEM but lack the 

necessary on-going manpower to maintain the system.  

a. The Castle Ventures Managed Solution provides a cost effective way to leverage the ArcSight 

platform to its fullest capabilities. 

IBM-QRADAR: 

1. LEEF Format-– Log Event Extended Format  Qradar uses-Ariel Data store and Ariel Query Language 

(AQL) 

2. IBM Security X-Force Threat Intelligence adds dynamic Internet threat data to the analytical capabilities 

of IBM QRadar Security Intelligence Platform to help you gain more intelligent and accurate security 

enforcement. Enriching QRadar threat analysis capabilities with up-to-the-minute data on Internet threats 

helps organizations see new threats more quickly, gain deeper insight and context, prioritize security 

incidents and prevent or minimize attacks. 

a. IBM Security X-Force Threat Intelligence: 

i. Automatically feeds X-Force data into IBM QRadar Security Intelligence Platform analytics 

to provide deeper insight and greater protection. 

ii. Provides vulnerability coverage across a wide range of use cases to optimize the value of 

additional threat intelligence. 
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iii. Uses IBM X-Force research to protect against the threat of attack through data collection 

efforts and an extensive knowledge base. 

3. Qradar can function in a small team and doesn't need a 24/7 SOC team to handle it but is often used in 

24/7 SOC. IBM offers support with various software that can be integrated into SOCs. 

4. Qradar allows Analysts to drill down into events to create workflows native to the SIEM.  

a. In order to analyze the logs/environments better, additional IBM products can be added for 

greater visibility 

5. In QRadar, Each event type has a memory buffer, once the EPS exceed the licensed level and the buffer 

is filled, all new events are queued and processed on a best effort basis.  

a. However, this burst EPS is not sustainable for longer periods of time as with ArcSight. So even 

though it can take burst EPS during times of attack, it is not sustainable. 

6. Pricing is based on EPS. Linear incremental cost for scaling the solution is based on tier based EPS 

licensing. 

7. Qradar can perfrom Log correlation but  does not scale very easily. There are various workflow actions 

that can be taken in response to triggered correlation rules(offenses). 

8. Qradar can be Co-Managed by a small staff team alongside assistance from IBM but can also be a Fully-

Managed Team 

ALIENVAULT 

1. SQL Storage-USM Appliance database 

2. AlienVault Labs Threat Intelligence drives the USM platform’s threat assessment capabilities by identifying 

the latest threats, resulting in the broadest view of threat vectors, attacker techniques and effective 

defenses.  

a. Unlike single-purpose updates focused on only one security control, AlienVault Labs regularly 

delivers eight coordinated rule set updates to the USM platform. These updates eliminate the 

need for you to spend precious time conducting your own research on emerging threats, or on 

alarms triggered by your security tools 

3. Alienvault does not require 24/7 SOC team. It can be managed by one Analyst or can be intergrated into 

a SOC environment if desired. 

4. AlientVault constantly updates their feeds and has a dedicated team of Researchers and Analysts for IR.  

a. Customers will receive Updated Correlation Rules and Threat Analysis Researched and Written by 

AlienVault Labs Security Research Team. 

5. 10,000-15,000 EPS based on the Unified SIEM Bundle 

6. AlientVault all in one pricing begins at $5595 for small organizations with up to 25 Assets. Prices can go 

up to $28,000 for 150 assets.  

a. Custom pricing and solutions are also available based on organization needs. 

7. AlienVault's USM ships with an extensive and growing library of pre-defined rules that translate raw 

events into specific, actionable threat information by linking disparate events from across your network 

8. The AlienVault MSSP partner program is targeted at channel partners who deliver managed security 

solutions to SMB and mid-enterprise markets.  

a. With its simplicity, reliability and value, AlienVault is well positioned to be the technology of 

choice for many security services.Fully supported hardware and virtual appliance deployment 

options. 
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LOGRHYTHM 

1. Data Indexer (DX) 

2. LogRhythm’s platform allows you to easily take advantage of a wide variety of threat intelligence sources, 

whether internal, commercial or open source. STIX and TAXII are a staple standard in LogRhythm's 

Threat Intelligence Ecosystem.  

a. LogRhythym uses threat feeds from Abuse.ch, AlienVault, AutoShun, HailaTaxii Open Source 

Feed, Malware Domains, PhishTank, SANS-ISC, SpamHaus, TOR Network. 

3.  LogRhythm’s Security Intelligence Platform and Security Operations Center Enablement Services can 

help you build an intelligence-driven SOC to efficiently respond to threats, align your SOC platform with 

your organization and see a greater ROI on your SOC 

4. Logrythm uses a program called SmartResponse that helps analysts and organizations to automate 

incident responses.  

a. It also allows semi-automated, approval-based operation so users can review the situation before 

countermeasures are executed. 

5. Uses Messages Per Second as a baseline 100,000 mps aggregate collection load. 

6. LogRhythm’s pricing and licensing offers unlimited log sources and users with security analytics and 

compliance automation both embedded in agencies support plans.  

a. Customers are billed on a daily licensing base so if overages occur, searching is not limited, logs 

are not blocked, large overage bills are not assessed. 

7. LogRhythm’s Advanced (AI) Engine allows companies to identify and respond to complex and oftentimes 

undetectable operations events in real-time. By collecting and analyzing all log data without worrying 

about performance -related filtering requirements, LogRhythm provides valuable insight into operational 

issues that can impact system-wide IT performance, company productivity and even revenue. 

a. LogRhythm collects and processes all log data, performing advanced correlation on over 50 

different fields, including all log data related to operations as well as security. 

8. Designed to address an ever-changing landscape of threats and challenges, LogRhythm arms you with a 

powerful arsenal of high-performance tools for security, compliance, and operations.  

a. LogRhythm delivers comprehensive, useful and actionable intelligence and insight into what is 

really happening in and around an enterprise IT environment. 

BLACKSTRATUS 

1. Log Storm 

2. Blackstratus uses the CyberShark platform architecture to guarantee access to comprehensive, integrated 

SIEM functionality, including sophisticated correlation, dynamic threat visualization, reporting, analytics 

and integrated incident resolution workflow.  

a. Seamless integration with our log management platform satisfies compliance mandates. 

3. BlackStratus CYBERShark's system acts as an HIPAA compliant network monitoring system, watching for 

threatening behavior patterns like unauthorized patches, privilege escalations, data exfiltration and more.  

a. If any such actions are detected, the system generates an alert and sends it to BlackStratus’ 24/7 

Security Operations Center 

4. The BlackStratus Threat Intelligence Respnse Team provides you with all of the information necessary to 

remediate and respond to alerts affect their customers. 

5. Up to 10,000 EPS 
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6. LogStorm, SiemStorm, and CyberShark,  are all part of the SIEM package. Pricing starts around $9000 for 

LogStorm but varies based on solutions. 

7. BlackStratus handles the complexity of collecting, correlating and processing security events across multi-

tenant environments.  

a. BlackStratus collects data and correlates it it's cloud based SIEM. It also analyzes  and integrates 

threat feeds into various ticketing platforms. 

8. The BlackStratus Security and Compliance Platform delivers early detection, practical insight and quick 

response to provide cost-effective, technically superior security and compliance solutions. Achieve real-

time situational awareness to anticipate and rapidly respond to cyber threats. 

a. Blackstratus provides solutions for companies seeking world class security and compliance 

managed services to for their various needs. 

EIQ NETWORKS 

1.  Oracle, MSSQL, or Sybase 

2.  SOCVue Security Monitoring service is the service used to, Detect advanced security threats, Investigate 

suspicious activity, Monitor for unauthorized access, and Meet compliance objectives 

3. EiQ SOCVue Security Operations Center (SOC) monitors your IT environment 24/7/365 to analyze alerts 

and reduce false positives, and provide incident notification, remediation guidance, and reporting.  

a. EiQ’s trained IT security staff make it easy for organizations of all sizes to benefit from Log 

Management and SIEM 

4. By integrating the Resilient Incident Response Platform (IRP) with IBM Security QRadar, security teams 

are empowered to simplify and streamline the process of escalating and managing critical incidents. 

When events are escalated from IBM QRadar into Resilient’s IRP, the platform generates a detailed, 

incident-specific response plan that enables team members to quickly respond 

5. Up to 15,000 EPS 

6. Must Request Information for full detail. EIQ advertises their service as being a fraction of the costs of 

most SIEM solutions. 

7. EIQ works alongside many different SIEM solutions to provide security controls for large and small 

corporations.  

a. EIQs focus is to reduce exhorbant costs of most SIEMS but provide the protection of any 

invaluable security tool 

8. SOCVue Co-Managed SIEM can work in tandem with Splunk's Enterprise Security to tune and tweak 

Splunk ES and provide additional monitoring.  

a. This allows for customers to have full visibility without 24/7 SOC team. 

____________________________________________________________________________________________ 

VIJILAN 

1. The agentless solution consists of an easy-to-install virtual machine located on the customer’s premise. 

Simple configurations to devices (servers, firewalls, AV consoles, IDS/IPS, domain controllers) will allow 

the virtual machine to collect multiple log streams and securely transmit them to Vijilan's cloud-based 

SIEM for processing. 

2. Vijilan offers the following for threat Intelligence:  
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a. Port scans, host scans, denied scans, sudden change of traffic between certain IPs or other 

anomalies in traffic.  

b. Network server/device and admin logon anomalies – authentication failures at all times and 

unusual IPs.  

c. Network access irregularities from VPN, wireless logons and domain controller. Abnormalities in 

web server and database access.  

d. Account lockouts, password scans and unusual logon failures.  

e. Rogue endpoints, wireless access points. 

f.  Botnets, mail viruses, worms, DDOS and other day zero malware identified by cross-correlating 

DNS, DHCP, web proxy logs and flow traffic. 

3. Vijilan offers ThreatDetect, a solution, that offers 24/7 support for SOCs.  

a. Included is:  

i. Collection and parsing of event logs and device information from the client’s network.  

ii. Automated application of correlation rules in Vijilan's advanced, cloud-based SIEM 

infrastructure.  

iii. Conversion of vast amounts of machine data from multiple infrastructure devices.  

iv. Identification of potential security breaches 90 day event/log storage (longer terms 

available) 

4. Vijilan's ThreatDetect is perfect for MSPs with advanced security experts in-house. This service delivers 

the results of the automated correlation of logs from Vijilan’s cloud-based SIEM, ready for your team to 

validate, analyze and respond 

5. Unknown 

6. Vijilan’s pricing is per monitored device, not by log volume. This means you can assure your customer of 

a fixed price without monthly fluctuations or the need to perform math formulas to determine Events Per 

Second (EPS).  

a. Vijilan’s offerings are sold exclusively through MSP’s. Vijilan does not sell our services directly to 

your customers like other security vendors. 

7. Vijilan collects event and log files from devices on the customer’s network and correlates them in our 

cloud-based SIEM - infused with over 15 years of advanced threat intelligence. 

8. Vijilan provides a plethora of managed services. 

THE VIJILAN SOLUTION 

 
Comparison between the services ThreatRespond Essentials and ThreatRespond Premium 

 

Complete SIEM 
Infrastructure 

Yes Yes 

24/7 Security Operations 
Center 

Yes Yes 

Data Retention (1) 7 Years (2) 7 Years (2) 

Raw Events Retention Time 6 Months 12 Months 

Raw Events Archive No 7 Years 

Reporting Basic Advanced 
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Executive Security Summary 
Report 

Yes Yes 

Subscriber Portal Up to 3 Users Unlimited Users 

 
(1) Tickets, alerts, attachments and relevant related events.  
(2) Or until the subscription cancellation. 
 

Complete SIEM Infrastructure:  
 
Vijilan team is responsible for availability, performance, and upgrade of the SIEM platform and by the conception, 
development, and maintenance of the advanced event correlation rules. 

 
24/7 Security Operation Center: 
 
The Vijilan Security Operations team is responsible for the triage and investigation of all potential incidents 
detected by the SIEM platform. 

 
Data Retention: 
 
All information associated with the tickets and alerts, like timestamps, authors, notes, status, resolutions, 
attachments and relevant related raw events are available for you any time for up to seven years. The 
information structured this way can be used as evidence to be compliance with the most important information 

security standards. 

 
Raw Events Retention Time: 
 
The raw events available for immediate search, analysis, and reporting. 

 
Raw Events Archive: 
 
If your business requires a long-term event retention time, Vijilan can archive them for you up to 7 seven years. 

 
Reporting: 
 
Our reports can be used for the analysis of one suspicious activity or as evidence to comply with your 
internal controls. 

 
Executive Security Summary Report: 
 
It is a perfect tool to explain and illustrate important information security indicator related to the activities 

detected in the environment of your end-customers. 

 
Subscriber Portal: 
 
The subscriber portal is a way to engage your end-customer in the incident response process. Through this 
portal, your end-customer can interact with you and our SOC.  
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1. Incident 

Management 

2. Event Processing 3. Reports, 

Dashboards and 
Interface 

4. Threat 

Intelligence 

5. Data and Security 
Analytics 

6. Alerting 7. Architectural 
Features 

8. Storage 

9. Cloud Readiness 10. Administration 11. Access Control 12. Advanced Use 
Cases 

13. Log Sources 

Integration 

14. External 

Integrations 

15. Compliance 

Capabilities 

16. Learning Curve – 

Users 

17. Learning Curve – 
Administrators 

18. Trainings 19. Knowledge Base 20. Solution Support 

21. Implementation 

Effort 

22. Professional 

Services 

23. Vendor Credibility 24. Licensing 

 
CapEx/OpEx: 
 
Vijilan reduces overall cost for the partner/customer from both a capital expenditure and operational expenditure 
when managing/deploying a SIEM and SOC. We continually run lean and efficient, and will always deliver this 
function and capability significantly less than an organization could do it themselves, and are constantly taking 

feedback from our partners to improve along with the ever-changing technical landscape. 
 
As for our competition, we have yet to see this type of service package provided so it is a niche that we are 
proud to offer. Many organizations opt to outsource Service Desk because they themselves cannot deliver it in a 

cost effective and efficient manner. 

 
SLA/OLA: 
 
Vijilan is commited to provding its partners/clients with reasonable turn around times, alerting, and delivery of 
information about the activity that is malicious in their environment as quickly as our current capabilities allows us 
to. The average adversary spends around 23-30 days in an environment without being detected, and our mission, 

is to make sure that when indications of a compromise occur or attempts to compromise occur we are there to 
raise awareness and have the partner/client act on the attack vector as quickly as possible.  
 

The industry mentality now is that organizations will be compromised, but how fast can they react, remediate, 
and mitigate to reduce the overall impact, and our solution and service truly work and will immediately start 
providing value. 

 
Results Matter: 
 
Our differentiator is that we get results and we get them immediately. As we sure up our processes and 
continually mature, we can tangibly show that we are getting positive results. Our solution is incredibly effective 

and has been met with nothing but praise by current partners and industry professionals. 

 
Meeting Federal/Industry/Customer Information Security Standards and Requirements: 
 
Vijilan’s services assist in meeting many Information Security standards and requirements from a logging 
perspective. We also can run compliance verifications and raise additional awareness about potential audit 
findings or out of compliance areas.  
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