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About	HIPAA
The Health Insurance Portability and Accountability Act (HIPAA) is a set of standards
created by Congress that aim to safeguard protected health information (PHI) by
regulating healthcare providers. Being in effect since 1996, HIPAA has changed the
healthcare industry in a meaningful way. Healthcare providers must obtain patient
consent to use ePHI (Electronic Protected Health Information) and authorization to
release ePHI. HITECH Act has expanded the HIPPA by providing the needed teeth to
make the violators accountable. Covered entities and their business associates must
comply with its requirements to avoid reputational damage, financial and criminal
penalties due to an ePHI data breach.

Any organization that creates, receives, transmits, or maintains PHI protected health
information (PHI) must ensure that they strictly adhere to the rules, regulations,
and compliance requirements of HIPAA. This means that it is not only just doctors but
anyone who deals with private information; for example, legal entities, accountants,
medical billing companies or cloud service providers can be considered business
associates, and hence must comply with HIPAA. So, even smaller organizations might be
audited for HIPAA compliance, reinforcing the need for airtight security all around.
Complying with the HIPAA requires all healthcare associated organizations to establish
the required physical, network, and process security measures, processes and controls
to ensure security and integrity of PHI.

The organizations must demonstrate their ability to safeguard PHI through a robust
information security model backed by a reliable security incident monitoring, role-based
access control and intrusion prevention & detection framework, which are key to
ensure a successful HIPAA audit.

How	Vijilan	can	Help	You?
Vijilan Security specializes in creating the security analytics necessary to collect, analyze
and filter out relevant information across multiple verticals including healthcare. Having
broad visibility into hundreds of distinct and isolated networks, has given us the ability
to develop complex correlations rules combined with threat intelligence to detect
malicious insiders and attackers from outside in a very short time-frame. With our
unique comprehensive security incident response structure, our system con quickly
detect, triage, and escalate to appropriate levels for immediate response. Vijilan
Security removes false/positives and alerts its own Incident Response Team (IRT) to
engage you, when a threat is detected through its Enterprise Portal.

We are more than prepared to tackle the most uncommon to very complex security
incidents. With patent pending technologies, we leverage virtualization and cloud-based
services to help us scale our infrastructure elastically to meet customers’ demands. So,
Vijilan Security cyber threat monitoring services enable the healthcare provider to be in
compliant with the HIPPA regulations.



Workforce	Solutions
A Unified Compliance Framework that is focused on “People, Process & Technology”

State-of-the-art,	robust,	Fully-Managed	
Security	Monitoring	suite	Combines	multi-
source	event	integration,	log	collection	
and	management

24x7x365	available	Security	
Operations	Center	at	your	service

Feature-rich,	flexible	solution	
tailored	to	specialized	compliance		
needs	

Integration	with	3rd	party	tools,	
customizable	workflows,	and	
automated	actions Comprehensive	dashboards,	near	real	time	

reporting	and	advanced	analytics	with	
continuously	evolving	threat	intelligence

Makes	you	compliant	to	leading	global	
regulations	and	control	frameworks,	
including	PCI-DSS,	HIPAA,	NERC-CIP,	FISMA,	
GLBA,	GPG13,	JSOX,	and	SOX

Key Benefits
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Reduced Cost & High RoI

Strategic Edge

Increased Productivity

Less Risks

• Cost-reduction	through	fully-managed	model
• Fast	onboarding	and	monitoring	configurations
• Cost	benefit	through	Capacity	&	Tier	based	pricing
• Consistent	threat	intelligence

• Efficiencies	gained	by	standardizing	the	operations,	
workflows	and	security	posture

• Less	strategic	administrative	duties,	repetitive	and	
redundant	tasks	to	be	taken	care	by	Vijilan

• Give	away	the	liability	and	risk	associated	with	
the	tasks	to	Vijilan,	your	reliable	partner

• Freedom	to	focus	on	core	business	activities	
gives	strategic	edge	to	success

• Effective	capacity	and	demand	planning
• Engaged	staff	with	better	people	management
• Improved	alignment	between	compliance	asks	

and	monitoring	capacity

Vijilan	SECAAS	– A	Unified	Compliance	Offering
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Vijilan SIEM is a high-performance
security information and event
management (SIEM) solution collects
events from various event sources while
offering a unified system for event
extraction, analysis, correlation,
provisioning, auto-actions, storage,
dashboard and reports to meet HIPAA
compliance requirements.

With a cloud-based, on-demand, fully-
managed compliance monitoring and
reporting, Vijilan SIEM offers continuous
threat learning and fully-customizable
workflows to eliminate time-consuming
manual processes. Additionally,
integration with our SECAAS Unified
Compliance Modeling Framework
(SECAAS-UCMF) enables a “collect once,
comply with many” methodology for
meeting compliance requirements and
keeping audit efforts and expense to a
minimum.

Key USP of Vijilan SIEM:
• Multi-tenant implementations for

health care MSSP organizations
serving the needs of smaller
customers.

• Event collection from almost any kind
of event source

• Behavior-based modeling for privacy
enforcement

• Early detection; Proactive, automated
alerting of potential issues

• Accurate search and investigative
functionality

• Multitude of forensic analysis &
correlation across critical applications
and systems of log events

• Regular update to threat intelligence

Vijilan	SIEM:	Your	Fully	Managed	SIEM	Solution	for	HIPAA	

Advantages of Vijilan’s Fully-
Managed SIEM

Compliance Intelligence. Vijilan SIEM’s
out-of-the-box advanced correlation rules
can automate key workflows, initialize
action and trigger alerts for achieving and
maintaining compliance.

Connected on-the-run. Vijilan SIEM offers
a non-intrusive unified platform gathering
threat intelligence from partner systems
around the globe, share context-specific
data in real time, and act as a team to
keep information and networks safe.

Flexible & Customizable. Vijilan SIEM is
highly customizable to suit the applicable
compliance needs, be it knowledge base,
compliance intelligence, user interface,
dashboards, audit reports, workflows or
any related artifacts to make informed
decisions and take action.

Significant cost reduction. By choosing a
fully-managed solution from Vijilan, no
massive capital outlay is needed other
than the monthly subscription fee.

Scalability. Our cloud-based highly-
scalable solution can address any surge in
load or addition of new devices under the
purview of monitoring. Auto-scaling
ensures that the system never runs out of
computing power, without any manual
intervention.

Highly-trained staff. Vijilan team is highly-
experienced in collection, correlation and
analysis of log and alert data from diverse
set of monitoring tools and technologies.
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Mapping	Vijilan	SECAAS	against	HIPAA	Controls
HIPAA	Control	Requirements How	Vijilan	helps	you	to	comply?

§ 164.308(a)(1)(i) 

Security	management	process.	
Implement	policies	and	
procedures	to	prevent,	detect,	
contain,	and	correct	security	
violations.	

Vijilan	SECAAS	framework	offers	fully-featured	auditing	
of	access,	changes,	and	configuration	of	all	systems	
creating,	receiving,	maintaining,	and	transmitting	ePHI	
and	recording	of	who	changed	what,	when,	and	where,	
ensures	HIPAA	compliance.	Centralized	consolidation	
and	archival	or	audit	trials,	using	predefined	and	
custom-built	reports	covering	all	major	types	of	
activities	across	the	entire	IT	infrastructure.	

§164.308 (a)(1)(ii)(D) 

Security	Management	Process	-
Implement	procedures	to	
regularly	review	records	of	
information	system	activity,	
such	as	audit	logs,	access	
reports,	and	security	incident	
tracking	reports.

Vijilan	SECAAS	framework	offers	extensive	auditing	
capabilities	along	with	customized	reports and	activity	
logs from	both	administrative	and	user	perspectives	at
various	levels	including	virtualization	&	platform	level	
(Vmware,	ESX,	HyperV),	OS	level	(Windows,	Linux,	HP	
UX),	Database	level	(MS	SQL,	Oracle,	MySQL,	Postgres),	
Application	level	(Java,	.NET),	Active	Directory,	Group	
Policy,	Exchange,	etc.	The	system	provides	insight	into	
who	did	what,	when,	and	where,	along	with	advanced	
rollback	capabilities	of	unauthorized	
changes/configurations.	Centralized	consolidation	and	
archival	or	audit	trials	with	web-based	reporting	using	
predefined	and	custom-built	reports	covering	all	major	
types	of	activities:	logins,	logouts,	user	account	
operations,	file	access	on	servers,	workstations,	both	
successful	and	the	failed	ones.	

§164.308(a)(3)

Workforce	security	- Implement	
procedures	for	the	
authorization	and/or	
supervision	of	workforce	
members	who	work	with	
electronic	protected	health	
information	or	in	locations	
where	it	might	be	accessed.

Vijilan	SECAAS	framework	offers	a	comprehensive	
model for	risk	analysis,	auditing	and	optimizing	the	
workforce	security	posture	for	an	organization.	The
model	assists	in	setting	up	multi-step	authentication,	
role-based	access	control,	authorization	and/or	
supervision	of	workforce	members.	The	system	provides	
feature-rich	monitoring	&	auditing	capabilities	for	the	
access	control	system,	with	continuous	insight	on	who	
manages	granting,	modifying	(when	responsibilities	
change),	and	terminating	access	to	systems,	
applications,	databases	and	directories	that	contain	ePHI	
and	other	PHI.
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Mapping	Vijilan	SECAAS	against	HIPAA	Controls
HIPAA	Control	Requirements How	Vijilan	helps	you	to	comply?

§164.308(a)(3)(ii)(C)

Implement	procedures	for	
terminating	access	to	electronic	
protected	health	information	
when	the	employment	of	a	
workforce	member	ends	or	as	
required	by	determinations	
made	as	specified	in	paragraph	
(a)(3)(ii)(b).

Vijilan	SECAAS	offers	comprehensive	risk	assessment	
model	along	with	established procedures	for	auditing	of	
disabled	accounts and automated	de-provisioning	of	
inactive	user	accounts.	We offer	HIPAA-compliant	
procedures	for	initial	access	set	up	for	new	workforce	
members,	modification	of	access	for	job	function	
changes,	and	termination	of	access	following	
employment	separation.	The	model	is	tightly	integrated	
into	the	Human	Resource	Management	tools	to	
facilitate	the	related	workflows	as	well	as	reporting	of	
the	revoked	accounts.	

§164.308(a)(4)(i)

Information	Access	
Management	- Implement	
policies	and	procedures	for	
authorizing	access	to	electronic	
protected	health	information	
that	are	consistent	with	the	
applicable	requirements	of	
subpart	E	of	this	part.

Vijilan	SECAAS	offers	the	best-fit	Identity	&	Access	
Management	solutions	based	on	industry	leading	IDAM	
frameworks.	We	implement	and	integrate	solutions,	
build	procedures	and	workflows	in	line	with	the	
organizational	policies	and	procedures.	Having	the	
ability	to	enforce	policies	in	a	more	controlled	way	is our	
USP.
The	system	further	offers	auditing	of	files,	folders	and	
their	permissions	across	the	entire	IT	infrastructure	for	
early	detection	of	unauthorized	changes	to	security	
access	settings.

§ 164.308(a)(4)(ii)(A) 

Isolating	healthcare	
clearinghouse functions:
If	a	healthcare	clearinghouse	is	
part	of	a	larger	organization,	
the	clearinghouse	must	
implement	policies	and	
procedures	that	protect	the	
electronic	protected	health	
information	of	the	
clearinghouse	from	
unauthorized	access	
by	the	larger	organization.	

Vijilan	SECAAS	offers	extensive	isolation	&	control	over	
the	electronic	protected	health	information	in	line	with	
the	established	policies	and	procedures.	The	security	
posture	is	improved	and	data	access	is	controlled	
through	role-based	access	control.	Vijilan	also	facilitates
for	complete	auditing	and	automated	change	
documentation	for	all	types	of	access	rights,	privileges,	
and	policies	that	control	access	to	workstations,	
programs,	transactions,	and	other	systems	to	detect	
violations	of	HIPAA	compliance	security	measures.	We	
review the	security	posture,	advise	on	process	
optimization	and	assist	in	necessary	changes	to	make	
the	organization	comply	with	the	HIPAA.
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Mapping	Vijilan	SECAAS	against	HIPAA	Controls
HIPAA	Control	Requirements How	Vijilan	helps	you	to	comply?

§164.308(a)(4)(ii)(C) 

Access	establishment	and	
modification:	Implement	
policies	and	procedures	that,	
based	upon	the	entity’s	access	
authorization	policies,	establish,	
document,	review,	and	modify	
a	user’s	right	of	access	to	a	
workstation,	transaction,	
program,	or	process.	

Vijilan	SECAAS	offers	complete	auditing	and	automated	
change	documentation	for	all	types	of	access	rights,	
privileges,	and	policies	that	control	access	to	
workstations,	programs,	transactions,	and	other	systems	
to	detect	violations	of	HIPAA	compliance	security	
measures.	
Our	best-in-class	Identity &	Access	Management	
solutions	offers	powerful	and	flexible	user	rights	
management	capabilities	incorporated	into	the	
organizational	IT	systems,	tailored	to	the	organizational	
needs.	

§164.308(a)(5)(ii)(C) 

Log-in	Monitoring:	Procedures	
for	monitoring	log-in	attempts	
and	reporting	discrepancies.	

Vijilan	SECAAS	offers	comprehensive	monitoring	and	
logging	capabilities	of	login	attempts	and	related	user	
actions.	The	system	offers centralized	consolidation	and	
easy	to	use	reporting	of	all	successful	and	failed	
logon/logo	activities	with	extensive	filtering	capabilities.	
An integrated	SIEM	solution	offers	24x7	monitoring	
triggers	alert	and/or	notification	to	the	system	owners	
regarding	the	potential	intrusion	attempts.	

§164.308(a)(5)(ii)(D) 

Password	Management:	
Procedures	for	creating,	
changing,	and	safeguarding	
passwords.	

Vijilan SECAAS	framework	offers	best	practice	approach	
to	compliance,	enabling	the	organizations	to	better	
enforce	policies	through	password	management.	We	
offer	comprehensive	password	management	solutions	
to	discover,	secure,	rotate	and	control	access	to	
privileged	account	passwords	used	to	access	systems	
throughout	the	enterprise	IT	environment.

Vijilan	SECAAS	offers	multitude	of	technology	
integrations enabling	organizations	to	extend	policies	
from	the	existing	solutions,	such	as	ITSM	helpdesk,	
ticketing	and	IDAM,	to	their	privileged	account	security	
solution,	as	well	as	send	privileged	account	data	to	
SIEM.	Integration	with SIEM Threat	Analytics enables	the	
system	to	receive	alerts	on	potentially	compromised	
accounts	and	automatically	rotate	the	impacted	
credentials.
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Mapping	Vijilan	SIEM	against	HIPAA	Controls
HIPAA	Control	Requirements How	Vijilan	helps	you	to	comply?

§164.308(a)(6)(i)

Security	incident	procedures.	
Implement	policies	and	
procedures	to	address	security	
incidents.	

Vijilan SECAAS	offers	a	unified	framework	to	
organizations	looking	for	identification	and	handling	of	
security	incidents	in	line	with	HIPAA	controls.	We	offer	
full	cyber	incident	response	lifecycle	support	with	
multiple	layers	of	workflow,	escalation	and	response	
procedures.	The	framework	offers	configuration	of	
internal	controls	and	automated	workflows	to	identify,	
classify,	handle	and	mitigate	security	incidents	as	they	
occur.

We	bring	a	complete	peace	of	mind	through	integrated	
SIEM/log/packet	capture	infrastructure		and	inbuilt	
Threat	Intelligence	built	on	a	central	repository	and	
taxonomy	for	security	alerts.

§164.308(a)(6)(ii)

Response	and	Reporting:	
- Identify	and	respond	to	
suspected	or	known	security	
incidents;	mitigate,	to	the	extent	
practicable,	harmful	effects	of	
security	incidents	that	are	known	
to	the	covered	entity;	and	
document	security	incidents	and	
their	outcomes.

Vijilan	SECAAS	offers	a	strong	technology-driven	
incident	response	framework	for	establishing	incident	
response	capability	to	detect	incidents	quickly,	contain	
them,	mitigate	impact,	and	restore	and	reconstitute	
services	in	a	trusted	manner.

The	framework	helps	in	determining	Whom	to	report?	
How	would	each	report	be	made?	What	information	
would	you	report	or	not	report,	and	why?	

The	documentation further	enriches	the	threat	
database	and	mitigation	capability.

§164.308(a)(7)

Contingency	Plan		- Establish	(and	
implement	as	needed)	
procedures	to	restore	any	loss	of	
data.

Vijilan	SECAAS	framework help	you	to	establish	a	
comprehensive	Contingency	Plan	to	deal	with	
unanticipated	events	or	potential	IT	security	disasters	
that	would	impede	daily	activities	or	normal	business	
operations.	The	threats	may	vary	and	hence	the	
contingency	would	be	distinct,	depending	upon	your	
operating	domain,	organizational	structure,	facilities,	
compute	and	specialized	business	needs.
Vijilan SECAAS	facilitates	strategic	business	continuity	
planning,	adoption	of	ITIL	best	practices	for	
configurations,	changes,	release	management	for	
immediate	data	recovery	after	failures and/or	quick	
rollback	of	unauthorized	and	accidental	changes.	



9vijilan.com	 info@vijilan.com 954	334	9900	

Mapping	Vijilan	SIEM	against	HIPAA	Controls
HIPAA	Control	Requirements How	Vijilan	helps	you	to	comply?

§164.310(a)(2)(ii)

Facility	access	controls	-
Implement	policies	and	
procedures	to	safeguard	the	
facility	and	the	equipment	therein	
from	unauthorized	physical	access,	
tampering,	and	theft.	

Vijilan	SECAAS leverages	world-class	access	
governance	technologies	to	offer	you	centralized	
visibility	and	control	to	initiate,	capture,	record	and	
manage	user	identities	and	their	related	access	
permissions	in	an	automated	fashion.	We	offer	both	
on-premise deployment	as	well	as	IAM-as-a-service	
(IDaaS)	on	cloud.	Integrated	capabilities	include	
automated	core	identity	compliance	controls	and	
security	assurance	lifecycle	processes,	proactive	risk	
assessment	and	mitigation	advisory	with	both	users	
and	resources’	perspectives.

§164.312(a)(2)(i) 

Unique	user	identification.	Assign	
a	unique	name	and/or	number	for	
identifying	and	tracking	user	
identity.	

Vijilan	SECAAS offers	a	comprehensive	user	identity	
management,	associating	a	persistent	ID	for	a	single	
user,	while	the	user's	engagement	data	may	come	
from	one	or	more	sessions	initiated	from	multiple	
devices.	The	inbuilt	analytics	can	identify	and	
interpret		related	actions	and	devices	and	data	points	
for	unified	tracking,	audit	and	reporting	capability.

§164.312(b) 

Audit	controls.	Implement	
hardware,	software,	and/or	
procedural	mechanisms	that	
record	and	examine	activity	in	
information	systems	that	contain	
or	use	electronic	protected	health	
information.	

Vijilan SECAAS	offers	strategic	mechanisms	powered	
by	proven	technology	stacks	for	assessing	
organizational	security	posture,	reliability	of	
information	systems	and	compliance	with	laws,	
regulations	and	policies.	We	assess	audit	controls	
along	with	access	controls,	integrity	controls,	and	
transmission	security	to	ensure	the	effectiveness	of	
system	in	detecting	any	unauthorized	disclosures	of	
ePHI,	potential	intrusions,	malicious	activities	and	
capability	for	collecting	forensic	evidence	during	
investigation	of	security	incidents	and	breaches.

§164.312(c)(2)

Implement	electronic	mechanisms	
to	corroborate	that	ePHI	has	not	
been	altered	or	destroyed	in	an	
unauthorized	manner.

Vijilan SECAAS	offers	comprehensive	solutions	for	
configuring	access	controls,	integrity	controls,	and	
transmission	security	to	ensure	that	ePHI	has	not	
been	altered	or	destroyed	in	an	unauthorized	
manner.	Redundancy	of	data	storage	ensures	
integrity	and	recovery.	Integrated	user	management	
facilitates	action	tracking,	audit	trail	and	role-based	
access	control.
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Mapping	Vijilan	SIEM	against	HIPAA	Controls
HIPAA	Control	Requirements How	Vijilan	helps	you	to	comply?

§164.312(d)

Facility	access	controls	-
Implement	policies	and	
procedures	to	safeguard	the	
facility	and	the	equipment	
therein	from	unauthorized	
physical	access,	tampering,	and	
theft.	

Vijilan	offers	strategic	consulting,	implementation	and	
audit	of	policies	and	procedures	for	facility	access	
control	in	line	with	HIPAA	compliance.
We	help	you	in	establishing	appropriate	security	and	
protection	measures to	properly	secure	and	protect	
the	physical	facility	where	your	PHI	data	is	housed.	Our	
identity	&	access	management	solutions	ensure	
verifying	the	identity	of	people	requesting	access	to	
PHI.	

§164.316(b)(1)(ii) 

If	an	action,	activity	or	
assessment	is	required	by	this	
subpart	to	be	documented,	
maintain	a	written	(which	may	
be	electronic)	record	of	the	
action,	activity,	or	assessment.	

Vijilan	SECAAS	offers	comprehensive	configuration
management	solution	with	inbuilt	audit	trail	of	access	
and	changes,	including	who,	when,	where,	what	with	
before	and	after	values.	The	data	is	consolidated	within	
multi-tiered	storage	solution,	with	almost	unlimited	
data	retention,	built-in	archiving	and	reporting	
capabilities.	We streamline	HIPAA	compliance	with	
near-real time	event	monitoring,	alerts	&	notifications,	
detailed	logs	and	reports.	

§164.316(b)(2)(i) 

Time	limit.	Retain	the	
documentation	required	by	
paragraph	(b)	(1)	of	this	sec	on	
for	6	years	from	the	date	of	its	
creation	or	the	date	when	it	last	
was	in	effect,	whichever	is	later.	

Vijilan	SECAAS	offers	almost	unlimited	data	retention	
with	built-in	archiving	and	reporting	capabilities.	We	
are	able	to	achieve	the	unlimited	data	retention
through	highly	scalable	on-demand	storage	solution	
running	on	cloud.

§164.316(b)(2)(ii) 

Availability.	Make	
documentation	available	to	those	
persons	responsible	for	
implementing	the	procedures	to	
which	the	documentation	
pertains.	

Vijilan	SECAAS	ensures availability	of	data	and	
documentations	through	integrated	document	
management	solution	running	on	servers	with	high-
availability	and	redundancy.	The	documents	shall	be	
version-controlled	to	ensure	integrity	of	information	
and	read/write	permission	can	be	given	to	the	
authorized	personnel	only.

Vijilan	Security,	LLC
Coastal	Tower	
2400	E	Commercial	Blvd	Suite	430	
Fort	Lauderdale,	FL	33308	
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